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loT Growth Predictions — Gartner

8.4B 20.4B

DEVICES DEVICES

Gartner Gartner

2017 2020

*Excludes smartphones, tablets, and computers



loT Growth Predictions — IDC

8.4B 28.1B

DEVICES DEVICES

Gartner IDC

2017 2020

*Excludes smartphones, tablets, and computers



loT Growth Predictions — SoftBank

8.4B 1T

DEVICES DEVICES

Gartner SoftBank

2017 2035

*Excludes smartphones, tablets, and computers
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Market Adoption?

« 50% of global population is online
« Home loT still early adoption

- Smart cities still early adoption

e One or two sub-systems
deployed per city

One major city Smart Grid
project stalled for 5 years

A\ N\

The Chasm

2 Sl

Innovators Early Adopters Early Majority Late Majority Laggards ‘
0 8.4B (0.8%) 1T
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|OT THREATS



loT Adoption — Importance of Security

Enterprises: Enterprises:

What are the key inhibitors to IoT adoption? Which factors drive your decision to purchase
security solutions for mobile and 10T devices?

Security concerns

Privacy Protect against theft of data/financial loss
Lack of a compeliing business case g Prevent accidental leakage of confidential data/intellectual property
>
- . =
Obtaining staff and skills to create the loT ‘a3l Manage and secure rogue devices connected by users
strategy and systems
Risks associated with business change Secure and manage loT devices
and new business models
D I. .th d t .ed t h d | | L] | L} n L] L] ] .
S N and service providers 0% 10% 20% 30% 40% 50% 60% 70%  80%
Workforce resistance to new technologies, Percent of Respondents Rating Reason Strong to Primary
practices or processes
0 10 20 30 40 50 60
Percentage of Respondents
Source: Gartner Source: Infonetics Research

© 2018 F5 Networks



Typical loT Attack Path

N

Plethora of options depending
on the device/s infected

Scan for telnet Install DDoS Spy, surveillance Darknet/s
and/or kr_u_)\_/vn malivare Banking trojans Credential stuffing Tor networks
vulnerabilities _ : :

Auto build PDoS, physical DNS redirect Click, ad fraud

Brute force, stuff thingbot Mine cryptocurrency ~ Ransomware Political hacking
creds, or exploit

vulnerabilities

MiTM, data theft Spam relay Cyber warfare
Things compromised Protocol abuse Poisoning data
Same admin Resource depletion Cipher aging False data input

creds across all

: Battery depletion
devices y aep
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Thingbots Have Been Hiding In Plain Sight

Media Cable Smart /'Home Wireless IP

Wireless'' Busybox Set-top VolIP
center modems CCTV TVs routers -cameras

NVR
DVRs—chips

latforms boxes Android WAPs device ICS surveillance
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The Hunt for loT Research Evolution

THREAT ANALYSIS REPORT

THE HUNT FOR I0T

THE GROWTH AND EVOLUTION
OF THINGBOTS ENSURES CHAOS

o
L

T f ANALYSIS REPORT

|0T DEVICES . THE HUNT FOR 10T

DDoS’s Newest Minions: Building Death Star-sized The Rise of Thingbots The Growth and Evolution of
loT Devices Botnets from IoT Minions Thingbots Ensures Chaos
Telnet brute force attacks * Hunt for loT is exponentially <  Profiling thingbots, the attacker +  Attackers evolving methods

compromise “things” that increasing infrastructure of the future *  No slowing down thingbots

launch damaging DDoS attacks <+«  Published networks behind New thingbots being developed + Published attacking IPs
the attacks based on source traffic industry
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loT Compromises Are Common

© 2018 F5 Networks

Mirai
loT devices

DVR, IP cameras, and wireless routers

Attack type 1200

DDoS 990

Prior
world
record

Mirai DDoS attacks

Spamhaus Brian Krebs OVH Dyn
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SEVEN LAYERS OF IOT
SECURITY



Seven Layers of loT Security
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Devices Internet F5 Proxy Application

loT platform

Application Traffic

@ 8=

e
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e

Broker
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1. Transport

© 2018 F5 Networks

SSL
offload

" ammm 33528 Application Traffic

SSL everywhere, avoid man in the middle

MQTT broker

16



AUTHORISED
DEVICES ONLY

Cert-based
authentication

loT platform

Appliciation Traffic

——
e
——

Broker

Manage devices — Good / bad / expired / compromised devices

© 2018 F5 Networks
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3. Inspection

Field Name Value Selection

Type Standard et @ @
Service port Either type or select MQTT service port - A

Tyre Axle Steering Oil Engine Brake
Confi gu ration Advanced Status Stress Direction Pressures Speed Temp

Protocol TCP
MQTT Click to enable MQTT

\Car | Sensor / Brake / Temperature

J \ J
| I
Remote Suspension Fuel Engine Battery Exhaust

Diagnostics Stress Levels Stats Monitor Temp

Topic

Inspect and Enforce — Device topics —what do you allowed to see
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4. Traffic Steering

loT platforms

loT App AWS

Vit
(

SSL
loT App Azure

s g SSL

tunnels

Application Traffic

—
——
—

Traffic steering loT App Data Center

based on content

Traffic steering to cloud, on-premises, hybrid, multi-cloud
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ur. JHLRD77874C026456

TR ,=or s
SSL o

Application Traffic

% — [topic= ssssss : temp]

SUBACK
UNSUBSCRIBE[topic=sensor/temp]
Cert-based UNSUBACK
authentication DISCONNECT Broker

Do not rely on passwords: Use common name from the certificate
In the headers to authenticate to the backend IoT application
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6. Security Zone Management

SSL
offload

SSL
tunnels

Secure zones
based on

device
attributes

Application Traffic

loT platforms

Security Zone 1

Vi
(

Security Zone 2

Vit
(

Security Zone 3

Agility to create different security zones, per group of devices or types of devices

© 2018 F5 Networks
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7. loT Language (Protocols)

Verticals MQTT CoAP AMQP XMPP  HTTP HTTP 2.0 WebSkt LWM2M

Manufacturing

Factories, Mining

Utilities

Energy

Smart Spaces
Home, Building, City

Transportation

Cars, Public Transit

Platform Providers

Cloud, Service, Integration

MQTT — Message Queuing Telemetry Transport
CoAP — Constrained Application Protocol

XMPP — Extensible Messaging and Presence Protocol
AMQP - Advanced Message Queuing Protocol

© 2018 F5 Networks 22



Seven Layers of loT security

* Transport
 Revocation
* |Inspection

SSL
offload

i
(

pplication

loT platforms

Security Zone 1

Security Zone 2

‘3 -
SSL

tunnels

» Traffic steering

* Authentication

- Zone Management
* Protocol

Secure
zones

based on
Device
attributes

... all of this makes up an IoT Firewall
for your 10T applications and services

Vi
(

=
>
D
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Security Zo
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Transportation

Connected cars

« Secure data transport to car - Scaling brokers
 Revocation of car * Broker protection
 Long term cipher management - Availability, failover, recovery

« Car segmentation (class, models)

3M to 8M vehicles

Enterprise apps

MQTT + iRules MQTT broker & in data center

P Telematics \ i
: MQTT/TLS . Affl_DC'\,/ISeCU“ty, t Enterprise Service Bus
raffic Managemen AMQP
B \ vorr

v e
: HTTPS SN
A — i || < REST S~
f ' et HTTPS IMS
= LA Trait: N e Y ﬁ
i, ' '
8 B 2 | 3rd party

. . . app

Human to Machine Interface Machine to Machine

____________
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Smart Entertainment

Connected box

« Certificate management OCSP / HMAC  New and existing set top boxes
«  MQTT traffic steering - Quality of service for customers
 Management of set top boxes and client devices « Scale globally
MQTT for maximum efficiency «  MQTT over Websockets
MQTT client
Enterprise apps
in data center
E Extract JWT token from MQTT
message for authentication HMAC
MQTT client MQTT/Websockets % P — o
s==fl- .
< >
MQTT broker & client
MQTT + iRules ‘
AR ADC, Security,

X.509 certs Traffic Management
5M-10M set-top boxes installed

© 2018 F5 Networks 26



Utilities

Power meters

 Millions of smart meters « Gas, electricity, and water meters
- Energy efficiency the key driver - Software, hub, and meter provider

Tiered data center

ADC, Security,

Traffic Management.
*  Power meter on mesh IPv6 CoAP (UDP) )
+ 2G/3G CMDA < > | emmm 33352 0 ) L= N

: | ommm 33338 )

* Private network ittt — CoAP

ST )

| ‘
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Manufacturing

Vacuum cleaners

 Scale - How many

 Secure transport and broker
authentication

Updates

10% HTTP

5

Robot vacuum cleaner

90% MQTT

In-house
WiFi

5

© 2018 F5 Networks

MQTT + iRules
ADC, Security,
Traffic Management

== ’
— MQTT \\‘

Broker security
HTTP and MQTT
Maintenance, servicing, lifespan

AWS brokers

!
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Environmental

Secured loT

« Certificate or token checking /

revocation
 Water temperature limits

IoT devices

© 2018 F5 Networks

Transport and
TLS management

)

« Cyclic learning day and night

* Sensor reputation
- Logging on lost sensors

0T application data

center or cloud deployed

Secure and Scale brokers
inspect protocols

o <

I
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SUMMARY



How to Secure Your loT Applications

* Your project, Your application, Your business
- Plan ahead — Architect in or architect after
- Best practice — Seven layers of loT security




WE MAKE APPS

GO

FASTER. SMARTER. SAFER.



